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General Data Protection Regulations (2018) at a glance

Data protection is about ensuring people can trust you to use their data fairly and responsibly.

If you collect information about individuals for any reason other than your own personal, family or household
purposes, you need to comply.

The UK data protection regime is set out in the DPA 2018, along with the GDPR (which also forms part of UK
law). It takes a flexible, risk-based approach which puts the onus on you to think about and justify how and
why you use data.

The ICO regulates data protection in the UK. We offer advice and guidance, promote good practice, carry out
audits, consider complaints, monitor compliance and take enforcement action where appropriate.

What is data protection?

Data protection is the fair and proper use of information about people. It’s part of the fundamental right to
privacy — but on a more practical level, it’s really about building trust between people and organisations. It’s
about treating people fairly and openly, recognising their right to have control over their own identity and
their interactions with others, and striking a balance with the wider interests of society.

It’s also about removing unnecessary barriers to trade and co-operation. It exists in part because of
international treaties for common standards that enable the free flow of data across borders. The UK has been
actively involved in developing these standards.

Data protection is essential to innovation. Good practice in data protection is vital to ensure public trust in,
engagement with and support for innovative uses of data in both the public and private sectors.

The UK data protection regime is set out in the DPA 2018 and the GDPR (which also forms part of UK law).

Does it apply to me?

Yes, if you have information about people for any business or other non-household purpose. The law applies
to any ‘processing of personal data’, and will catch most businesses and organisations, whatever their size.

You will not need to comply if you only use the information for your own personal, family or household
purposes — eg personal social media activity, private letters and emails, or use of your own household gadgets.

Why don’t you tell me exactly what to do?

Every organisation is different and there is no one-size fits-all answer. Data protection law doesn’t set many
absolute rules. Instead it takes a risk-based approach, based on some key principles. This means it’s flexible
and can be applied to a huge range of organisations and situations, and it doesn’t act as a barrier to doing new
things in new ways.

However, this flexibility does mean that you need to think about - and take responsibility for - the specific
ways you use personal data. Whether and how you comply depends on exactly why and how you use the data
- and there is often more than one way to comply.



This guide includes examples, checklists and other tools to help you ask the right questions, and understand
your options. However, you know your organisation best, so it’s up to you to decide on — and be able to justify
— your answers. This is a key principle of data protection law, known as the accountability principle.

What is ‘personal data’?

In short, personal data means information about a particular living individual. This might be anyone, including
a customer, client, employee, partner, member, supporter, business contact, public official or member of the
public.

It doesn’t need to be ‘private’ information — even information which is public knowledge or is about
someone’s professional life can be personal data.

It doesn’t cover truly anonymous information — but if you could still identify someone from the details, or by
combining it with other information, it will still count as personal data.

It only includes paper records if you plan to put them on a computer (or other digital device) or file them in an

organised way. If you are a public authority, all paper records are technically included — but you will be exempt
from most of the usual data protection rules for unfiled papers and notes.

What is ‘processing’?

Almost anything you do with data counts as processing; including collecting, recording, storing, using,
analysing, combining, disclosing or deleting it.



